Internet Privacy Policy of Innovation Research and Training, Inc.

Effective 9/20/2019

Innovation Research and Training, Inc., a North Carolina corporation, and its affiliates
(hereinafter referred to as the “Company,” “us,” “we,” and “our”) is firmly committed to
respecting your privacy and recognizing your need for appropriate protection and management of
personally identifiable information you share with us. This Internet Privacy Policy describes our
practices in connection with information that we collect through activities that link to this
Privacy Policy including websites (each a “Website” and collectively our “Websites”), through
other services that we may offer in connections with our Websites, as well as through HTML-
formatted email messages that we send to you. By providing Personal Information to us, you

agree to the terms and conditions of this Privacy Policy.

This Privacy Policy explains:

e The types of information we collect and use

« How we use and share such information

e The security of your information

e Your choices regarding our use of your information

e Your ability to review and correct your information

e Your ability to opt-out of data collection or delete such information

By accessing and using the Websites, you consent to the collection and use of the personally
identifiable information you share with us in accordance with this Privacy Policy.

“Personally ldentifiable Information” and “Personal Information” mean any information by
which you, individually, can be identified, such as your name, address, telephone number, user
name, postal address (including billing and shipping addresses), telephone numbers, email
addresses, country of residence, location data, profile picture, password, credit card information
(if you transact business with us), and an online identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural, or social identity of that natural
person. It may also include information that you provide to us through our Websites or which
you authorize third parties to provide to us through our Websites.

Revisions to this Policy

The Company reserves the right to modify the terms of this Privacy Policy at any time and in its
sole discretion to reflect changes in our practices, technology, legal requirements, and other
factors. Please take a look at the “Effective” legend at the top of this page to see when this
Privacy Policy was last revised. Any changes to this Privacy Policy will become effective when
we post the revised Privacy Policy on a Website. We therefore encourage you to review this
Privacy Policy from time to time. YOUR USE OR CONTINUED USE OF THE WEBSITE
FOLLOWING OUR POSTING OF A CHANGE NOTICE WILL CONSTITUTE
BINDING ACCEPTANCE OF THIS POLICY AND ALL APPLICABLE CHANGES.
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Child’s Privacy Policy

We generally do not collect, use, or disclose personally identifiable information about visitors 13
years of age or younger without prior parental consent, except in certain limited cases, which
may include collecting a child’s name and contact information to the extent reasonably necessary
to protect the security or integrity of our Services; to take precautions against liability; to respond
to judicial process; or (to the extent permitted by law) to provide information to law enforcement
agencies or for an investigation on a matter related to public safety. We may otherwise collect
Personal Information from your child as permitted by law.

If you are under the age of 13 in the United States or under 16 in an applicable EU Member
Country, you must ask your parent or guardian to assist you while accessing and viewing this
Website or any of the Services.

If a parent or guardian becomes aware or believe that a child under 13 years of age in the U.S. or
16 in an applicable EU Member Country, has disclosed Personal Information to us without
parental or guardian consent, please contact us at privacy@irtinc.us. We will delete such
Personal Information from our files within a commercially reasonable time, but no later than
required under the applicable law relating the child’s country of residence.

EU General Data Protection Regulation (“GDPR”) Notices

We will only collect and process Personal Information about you where we have lawful bases.
Lawful bases include consent (where you have given consent), contract (where processing is
necessary for the performance of a contract with you, and “legitimate interests.” Where we rely
on your consent to process Personal Information, you have the right to withdraw or decline your
consent at any time and where we rely on legitimate interests, you have the right to object. If you
have any questions about the lawful bases upon which we collect and use your personal data,
please contact us at privacy@irtinc.us.

Users within the EU may email us at privacy@irtinc.us in order to exercise their GDPR rights to:

e Access, review, restrict processing of, or otherwise request erasure of your Personal
Information;

Obtain the identity of the source of any Personal Information collected:;

Request correction of any errors contained within your Personal Information;
Request transfer your Personal Information to another service provider;

Object to the manner in which your Personal Information is processed; or

Lodge a complaint with a supervisory authority.

Where we rely on your consent to collect Personal Information, you may withdraw your consent
through the contact information contained within this Section.

For all GDPR-based requests made pursuant to this section, we will (a) respond as required
under applicable law, (b) provide a copy of any requested Personal Information in a structured,
commonly used and machine-readable format, and (c) transmit such Personal Information to
another service provider without restriction in accordance with applicable law.
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General Anonymity

Individual users who visit the Website will remain anonymous unless (1) they voluntarily tell us
who they are, or (2) they voluntarily tell a natural person such as a teacher, counselor, health or
mental health care professional, support person, prevention specialist, or staff person at an
organization or school to tell us who they are.

We may track the Internet domain address from which people visit the Website and analyze
these data for trends and statistics regarding use of our Website.

Other Information

The term “Other Information” reflects any information that does not reveal your specific identity,
such as: demographic information, high-level location information, such as the browser language
and country during the user session. We may collect Other Information (e.g., interests, etc.) when
you voluntarily provide such information to us, such as through survey responses and
participation in our training courses. Such information constitutes Other Information because,
unless combined with your name or other Personal Information, it does not personally identify
you or any other user. We may use and disclose Other Information for any purpose, except where
we are required to do otherwise under applicable law. If we are required to treat Other
Information as Personal Information under applicable law, then we may use and disclose Other
Information for all the purposes for which we use and disclose Personal Information.

Additionally, we may aggregate Personal Information in such a manner that the end product does
not personally identify you or any other user of the Services. For example, we might use
Personal Information to calculate the percentage of our users who live in a particular state. Such
aggregate information is considered Non-Personal Information for purposes of this Policy.

Collection of Personal Information

Sometimes (e.g., when you purchase or order a product or service) we ask you to provide
information that is considered Personal Information.

We also maintain a record of your online purchases and we may ask you for confirmation of
such Personal Information when you ask us for or download information. Please note that we do
not store any credit card information and any purchases are processed through a third-party
processor, Authorize.net.

Whether or not you choose to provide the information we request is entirely up to you. But if you
choose not to provide the information we request, you may be unable to purchase products or
services, or access certain services, offers, and content on the Website.

If you use our services as a student of a web-based online course or program hosted by iRT, we
will collect information on the content you have watched, including your progress in completing
the course. We will also track student-specific events, including but not limited to information
regarding the starting, watching, and completion of web-based courses, as well as course
enrollment.
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Use of Personal Information

Your Personal Information enables us to:

Fulfill your purchases

Provide information you have requested

Provide information about future products and services that may suit your particular
interests

Help identify you if you lose your userid or password

Help you find information on the Website

Provide features, functions, and benefits of services that you subscribe to

Enhance, improve, add to, and further develop services we offer (e.g., creating new
features or functions; refining or personalizing the user experience; increasing service
technical performance)

Analyze trends

Track your activities on the website (e.g., course completion; questions you may pose in
a course; quiz responses)

Infer your interests

Otherwise gather information about individual users of our products, services, and market
segments

Obtain consumer satisfaction ratings and product feedback information

Sharing of Personal Information with Course Administrators

If you are a student in a web-based course hosted by iRT on this Website, then your course
administrator will provide us with your Personal Information to enroll you in the course. In
addition, your course administrator will have access to your course progress information and
events, as well as your contact information.

Sharing of Personal Information with Partners and Third Parties

We may share your Personal Information with our partners, independent contractors, service
providers, and other third-parties for purposes of:

providing services such as processing credit card transactions, website hosting, data
analysis, order fulfillment, infrastructure provision, IT services, email delivery services,
auditing services, and other services, to enable them to provide services.

to a third party in the event of any reorganization, merger, sale, joint venture, assignment,
transfer or other disposition of all or any portion of our business, assets, or stock
(including in connection with any bankruptcy or similar proceedings).

as we believe to be necessary or appropriate: (a) under applicable law, including laws
outside your country of residence; (b) to comply with legal process; (c) to respond to
requests from public and government authorities, including public and government
authorities outside your country of residence; (d) to enforce our Terms and Conditions of
Use; (e) to protect our operations or those of any of our affiliates; (f) to protect our rights,
privacy, safety or property, and/or that of our affiliates, you or others; and (g) to allow us
to pursue available remedies or limit the damages that we may sustain.
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Impact of Other Technologies
Cookies and Other Similar Technologies

Our Website may use cookie and similar tracking technology (e.g., web beacons) to improve the
quality of your experience. Cookies are small files sent by a Website and saved on your hard
disk. Cookies store information that a Website may need in order to personalize your experience
and gather Website statistical data.

Any time you visit our Website, we may collect and store the following:

o Name of the domain and host from which you access the Internet (for
example, msn.com, aol.com)

« Internet protocol (IP) address of the computer you are using

o Browser software you use and your operating system

o Date and time you access the Website

o Internet address of the Website from which you linked directly to the Website.

We use this information to measure the number of visitors to areas of the Website and to help us
make the Website more useful and interesting to our visitors. We use information from cookies
as a whole to analyze for trends and statistics and marketing purposes; we do not track
individuals, only instances of entry onto the Website.

To avoid cookie downloads, see the “Avoiding Cookie Downloads” section of this Privacy
Policy.

Do-Not-Track Signals and Similar Mechanisms

Some Web browsers may transmit do-not-track signals to websites with which the browser
communicates. Our Website does not currently respond to these do-not-track signals.

Third-Party Hosting

The Company contracts with a third party to provide servers that maintain and host the Website.
Therefore, any information you submit, including Personal Information, will be placed and
stored on a computer server maintained by this third-party host. The third party has agreed to
implement technology and security features and strict policy guidelines to safeguard the privacy
of your Personal Information from unauthorized access or improper use.

Site Technologies

The Company does not provide the technologies used to build the Website, and therefore, neither
recommends nor endorses the same. Any information regarding identified technologies,
including their capabilities, limitations, and applications, should be sought directly from their
manufacturers. The Company hereby disclaims any rights to trademarks, service marks, trade
names, logos, copyrights, patents, domain names, or other intellectual property interests of third
parties.
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Links to Other Websites

Our Website may contain links to other websites which are not owned and operated by the
Company. Your use of these other linked websites is subject to their respective terms of use and
privacy policies. The Company has no control over these linked websites and no responsibility or
liability whatsoever for the content or privacy practices of these linked websites.

International Visitors to the Website

Our Website is operated and managed on servers located and operated within the United States
or any country where we provide services or have service providers. By visiting and using our
Website, residents and citizens of countries and jurisdictions outside the United States
understand and consent to the transfer, processing, and sharing of information about yourself to a
company in the United States. You understand that the privacy laws of the United States may not
be as comprehensive as those in your country or jurisdiction, and you agree and consent to the
transfer, processing, and storage of your Personal Information.

Security

We are committed to safeguarding your Personal Information and content. We use a variety of
industry-standard, reasonable security technologies and procedures to protect your Personal
Information.

Please be advised, however, that although we have endeavored to create a secure and reliable
website for you, the confidentiality of any communication or material transmitted to/from this
Website cannot be guaranteed. We urge you to exercise caution when conveying user-
identifiable information (including any Personal Information) over the Internet. When disclosing
any user-identifiable information, you should remain mindful of the fact that it is potentially
accessible to the public and, consequently, may be collected and used by others without your
consent. You should therefore consider carefully if you want to submit sensitive information that
you would not want disclosed to the public. You should also recognize that your use of the
Internet and the Website is solely at your own risk. You agree that we have no responsibility or
liability for the security of user-identifiable information transmitted via the Website or via the
Internet in general.

Actions You Can Take
Correcting/Updating Your Information

You may review and approve the information about you or your organization collected upon
registration. If any of this information changes, or if you no longer wish to use the Website, we
will correct, update, or remove the information that you have provided to us.

Avoiding Cookie Downloads

Some consumers may not know that cookies are being placed on their computers when they visit
websites. If you want to know when this happens, or to prevent it from happening, you can set
your browser to advise you when a website attempts to place a cookie on your computer.
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Opting Out

You may opt out of having your Personal Information shared for receiving product offers
directly from us via e-mail or postal mail. Please clearly indicate that you request that we not
disclose your Personal Information to affiliates and/or other third parties for their direct
marketing purposes. Please note that changes may not be effective immediately. We will
endeavor to comply with your request(s) as soon as reasonably practicable. Please also note that
if you do opt-out of receiving marketing-related messages from us, we may still send you
important administrative messages, and you cannot opt-out from receiving administrative
messages.

To do so, e-mail privacy@irtinc.us identifying which communications you choose not to receive.

If you choose not to give us Personal Information, you can still access the Website; however, you
will not be able to access areas of the Website or certain Services.

Sensitive Information

We ask that you not send us, and you not disclose, any sensitive Personal Information (e.g.,
information related to racial or ethnic origin, political opinions, religion or other beliefs, health
or medical condition, criminal background, trade union membership) on or through the Website
or otherwise to us.

Retention Period

We will retain your Personal Information for the period necessary to fulfill the purposes outlined
in this Privacy Policy unless a longer retention period is required or permitted by law.

We determine the appropriate retention period for Personal Information on the basis of the
amount, nature, and sensitivity of your Personal Information, the potential risk of harm from
unauthorized use or disclosure, and whether we can achieve the purposes of the processing
through other means, as well as the applicable legal requirements (such as applicable statutes of
limitation).

After expiry of the retention periods, your Personal Information will be deleted. If there is any
information that we are unable, for technical reasons, to delete entirely from our systems, we will
put in place appropriate measures to prevent any further use of the data.

Requesting a Disclosure (California Residents Only)

If you are a California resident, California Civil Code Section 1798.83 permits our visitors who
are California residents, and have an established business relationship with us, to request a notice
disclosing the categories of Personal Information we have shared during the preceding calendar
year with third parties for their direct marketing purposes. To submit a request, see the
“Contacting Us” section of this Privacy Policy. Allow a minimum of 30 days for a response.

In addition, if you are a California resident under the age of 18 and a registered user to our
services, California Business and Professions Code Section 22581 permits you to remove content
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or Personal Information you have publicly posted. If you wish to remove such content or
Personal Information and you specify which content or Personal Information you wish to be
removed, we will do so in accordance with applicable law. Please be aware that after such
removal you will not be able to restore the removed content. In addition, such removal does not
ensure complete or comprehensive removal of the content or Personal Information you have
posted and that there may be circumstances in which the law does not require us to enable
removal of content.

Contacting Us
If you have questions or wish to send us comments about this Privacy Policy,

e-mail privacy@irtinc.us

OR
write us (using postal mail) at:

innovation Research & Training
5316 Highgate Drive, Suite 121
Durham NC 27713
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